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A New Model of the Security Operations Center (SOC) in the
Banking Industry
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Abstract
ne of the most important security challenges in e-banking security centers is the inability of the

O internet to deal with attacks. These attacks are easily implemented and can be controlled locally or
remotely. Most of these attacks are successful in reaching the main targets of the attack and bring the
attacker to their desires. The reason for this is that there are many mechanisms for launching attacks
based on the characteristics of the victim's server, which makes it impossible to provide a
comprehensive defense solution against the attacks. Several strategies have been proposed to identify
and deal with these attacks. In this paper, a combination of algorithm for selecting genetic features and
machine learning methods, including decision tree algorithm, deep neural network and KNN, are
presented. Provide guidelines for validation, the results obtained with other techniques such as
machine learning techniques and combined with other optimization methods are compared and
evaluated. In this research, 10% of KDD Cup 99 dataset for simulation has been used. First, in the
preprocessing of data, the values of all attributes are converted to numbers, and the output
characteristic values are changed to two values of zero and one. The results of the research indicate
that the accuracy of the proposed strategy for detecting intruders compared to other recent methods is
about 5%.

Keywords: Security Operations Center, Electronic Banking, Mining Process, Machine Learning.
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Input: S: List of segments in MOD, C initialized & cluster

centroids, ¥ Give Threshhold
Output: Cy;,: List of Clusters
foreach (s € S) do

foreach (c € C) do

TempDist=Direction Evaluation (s, direction, c. direction) +

EuclideanDistance (s, ¢);
end

MinDistance=Min[ TempDist]. centroid;
ClosetCentroid=Min[ TempDist]. centroid;

if (MinDistance < ¥) then
Cluster=C[ClosetCentroid];

CLis = Update.Centroid(Cluster, s);

else
Clustery,y. centroid=s;

C. Add (Clusteryey. centroid);

end
return Cpg,
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