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Optimal Strategies for Defense of Sensitive
Systems with False Targets and Reliability
Approach

Mahdi Rahimde Meybodi', Amirhossein Amiri**, Mahdi Karbasian®

Abstract
Nowadays , protecting sensitive resources is one of the most important issues by government politics. So, it is
essential that government, in order to achieve this target, utilizes beneficial strategies. In this paper, invest-
ment optimization for the protection of sensitive systems has been investigated. Defender minimizes the expect-
ed damage with respect to budget and area restrictions of defense equipment. However, the attacker maximizes
the expected damage of sensitive targets with respect to cost and weight restrictions of attack equipment. Besides,
defender deploys false elements to reduce the probability of system and real target vulnerability. False and real
elements cannot be distinguished by the attacker. But the attacker has some probability of successfully detecting
false targets. The aim of this study is to determine the optimal strategies for defense of sensitive targets consid-
ering probability of a successful attack, attacker capability in detecting false targets, reliability block diagram
and game theory approach. Finally, the presented model is illustrated for the case study and final findings are
analyzed.
Keywords: Sensitive systems, Reliability, Defense, False targets, Game theory.
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